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Abstract. With the advancement of technology, there is an increasing emphasis on the personal privacy and
security of elderly consumers. This article focuses on the personal privacy and security protection of elderly
consumers. Based on the K-means (KM) clustering algorithm, the optimal value was obtained using the
monarch butterfly optimization (MBO) algorithm. The migration operator and adjustment operator of the
MBO algorithm were enhanced using differential variation algorithm and adaptive methods to obtain a modified
monarch butterfly optimization (MMBO) algorithm. Then, to ensure secure protection during clustering,
differential privacy (DP) was employed to add noise perturbation to data to obtained a method called
DPMMBO-KM algorithm. In experiments on the UCI dataset, it was found that the MMBO-KM algorithm had
better clustering performance. Taking the Iris dataset as an example, the MMBO-KM algorithm achieved the
highest accuracy of 93.21%. In the application to recommendation systems, the DPMMBO-KM algorithm
achieved higher F1 values under different privacy budgets; the average was 0.06. The results demonstrate that
the improved clustering algorithm designed in this article can improve clustering results while ensuring personal

privacy and data security, and also perform well in recommendation systems.
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1 Introduction

Governments, enterprises, and other organizations rely on
the collection and analysis of big data to provide reliable
support for behavior prediction [1], customer segmentation
[2], interest recommendation [3], and so on. However, while
providing users with more accurate and reliable services
through data mining, the leakage of users’ personal
information has also become an important issue [4]. For
example, when developing personalized marketing plans
for consumers, information such as users’ addresses, phone
numbers, and payment methods may be involved.
Therefore, how to protect these personal privacy data
has become a very important issue [5]. Currently, there are
three main types of methods for protecting personal
information. One type is data encryption, i.e., protecting
data with encryption algorithms. Wang et al. [6] combined
deep learning with homomorphic encryption to protect
privacy information and found through experiments that
the classification accuracy of encrypted data was close to
plaintext, which proved the reliability of this method.
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Divya et al. [7] encrypted users’ private information using
the blowfish encryption algorithm, with key lengths
ranging from 32 to 448 bits, and implemented this work
in MATLAB. Another type is limited publication, i.e.,
releasing data through methods such as anonymization.
Esmeel et al. [8] used K-anonymity technology to
anonymize sensitive data in the dataset and verified
through experiments that this method could balance data
anonymity and utility. The last type is data distortion, i.e.,
modifying data to prevent attackers from reconstructing
the data. Bugshan et al. [9] combined differential privacy
(DP) and radial basis function (RBF) networks to enhance
the privacy of data and verified through experiments the
reasonable balance between accuracy and privacy of the
method. DP is one type of data distortion method [10]. In
this article, a modified clustering algorithm was proposed
to protect the personal privacy and security of elderly
consumers, combined with the DP algorithm, and applied
to a recommendation system to demonstrate the effective-
ness of this method. This study optimized the clustering
algorithm to provide a new method for protecting personal
privacy, which is beneficial for improving the effectiveness
of recommendation systems while ensuring the protection
of personal privacy and security.

This is an Open Access article distributed under the terms of the Creative Commons Attribution License (https: //creativecommons.org/licenses/by/4.0),
which permits unrestricted use, distribution, and reproduction in any medium, provided the original work is properly cited.
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2 Personal privacy security protection
algorithm based on improved clustering

2.1 Clustering algorithm

Clustering is a method of partitioning a series of data into

different groups in some way [11], where data within the

same group have similar characteristics while differing

significantly from data outside the group. K-means (KM)

algorithm is a typical clustering algorithm [12]. It is

assumed that dataset D is divided into k clusters, the data

size is n, and the dimension is m. The clustering process is

as follows.

— k initial clustering centers are randomly selected.

— The distance of sample x to k cluster centers is calculated.

— Each sample is combined into the set with the smallest
distance.

— The center of each set is updated.

— Steps (2)—(4) are looped until the algorithm converges,
and the result is output.

However, the selection of the initial clustering center
will affect the final clustering result. In addition, if the
attacker obtains the clustering center and the distance
from the sample to the clustering center, the real data of the
sample will be easily deduced, resulting in the leakage of
personal privacy data. Therefore, this paper improved the
KM algorithm.

2.2 Improved monarch butterfly optimization
algorithm

Swarm intelligence algorithms are often used to solve
optimization problems, such as particle swarm algorithm
(PSO) [13] and artificial bee colony (ABC) algorithm
[14], which have good performance in fields such as
Internet of Things [15]. The monarch butterfly optimi-
zation (MBO) algorithm is an algorithm that simulates
the migration behavior of monarch butterflies [16]. It is
assumed that there is a population of monarch butterflies
called NP distributed in both Landl and Land2, called
subpopulation 1 and subpopulation 2, and the number of
monarch butterflies in both subpopulations is the same.
NP, =ceil(p x NP), NPy= N— NPy, where ceil(z) means
rounding z . p :% is the migration rate of monarch
butterflies.

In the two subgroups, MBO updates the population
by utilizing migration and adjustment operators in order
to find the optimal value. However, MBO also suffers
from the defects of single migration method and slow
convergence; therefore, this paper improved its operator
and designed a modified MBO (MMBO) on the basis of
MBO.

First, for the migration operator, the differential
variation algorithm is used for improvement.
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where a stands for the coefficient of variation, ;= rand, r
is a random number, r = rand X peri, rand is a random
number in [1], peri is a migration cycle, which is set as 1.2,
aly, and al,, stand for random monarch butterfly
locations,qland ¢2 € [1,N] , ¢l # ¢2# rl # 2.

For the adjustment operator, the adaptive method is
used for improvement:,

BAR =y +p,
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tma:v -1 ’
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where BAR stands for the adjustment rate, t,,,, stands for
the maximum number of iterations, and BAR,,,. and
BAR,,;, are the upper and lower bounds of BAR, [1].
The flow of the MMBO-based KM algorithm (MMBO-
KM) is shown in Figure 1.
According to Figure 1, the MMBO algorithm was used
to optimize the K-means algorithm.

— Parameters and the monarch butterfly population are
updated.

— The position and fitness values of each monarch butterfly
are calculated. After sorting from large to small, they are
divided into NP; and NPs.

— NP, is updated by the differential variation migration
operator.

— NP5 is updated by the adaptive adjustment algorithm.

— A new population is obtained by merging NP; and NP,.

—t=1+1.

— Whether or not the termination condition is met is
determined. If not, it returns to step (2); if it is, the
optimal £ value of the KM algorithm is output.

Clustering is performed according to the KM algorithm.

2.3 Differential privacy algorithm

DP is a method that uses data distortion to achieve the
protection of personal private data security [17]. It is
assumed that there is dataset D with a data size of n and a
dimension of m. Various mapping functions of D are called
query, F= {fla f27 N} fn}

Suppose there are two neighboring datasets, D and I
If algorithm M satisfies the following equation, then it is
said that M provides ¢ - differential privacy protection:,

PT[M(D)ESA{] < 61‘])(8) X P’I‘[]\4(l)/)ES]\/d7

where Sy € Range(M) and ¢ denotes the privacy
protection budget.

DP is implemented by noise perturbation mechanism,
including Laplace mechanism and exponential mechanism.
Laplace mechanism is the most common and the simplest. It is
chosen in this paper to implement differential privacy
protection:
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Fig. 1. The flow chart of the MMBO-KM algorithm.

M) = 5(0) + ()

Af = max|| £(D) ~ f(D)|

where Af is the global sensitivity and f is the query

function.

Ultimately, the flow of the DPMMBO-KM algorithm is
shown below.

— The parameters are initialized. The optimal k value is
obtained using the MMBO algorithm. The random
disturbance noise is added to every initial center.

— The distance between sample point z,, and central point
Ci(i=1,2, ... k) is computed. Sample points are classified
into the nearest set ;.

— The sum (sum) of attribute vector of sample points in
different sets S;(i=1, 2, ... k) and the total number of
sample points (num) are calculated. Laplace noise is
added to obtain sum’ and num’.

-C = % is updated to the new central point.

— Steps (2)—(4) are repeated constantly until the algorithm
converges. The result is output.

2.4 Application of improved clustering algorithm for
personal privacy and security protection of elderly
consumers

The combination of DP and clustering algorithms has been
widely applied in many scenarios, such as analyzing user
behavior (e.g., customer classification for power companies
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Table 1. Experimental dataset.

Dataset Number of attributes Number of samples
Iris 4 150

Wilt 6 4340

Shuttle 5 58,000

Table 2. Consumer behavior data set of the elderly
consumers.

Elderly consumer number Product number Score
1 0001 1.21
2 0001 4.98
3 0002 2.36
4 0003 4.98
) 0004 4.77
6 0005 3.08
7 0005 1.36
8 0006 3.45
9 0007 4.85
10 0007 4.77

or banks) or recommendation systems that handle users’
private information. Therefore, research on DP clustering
algorithms holds significant practical significance. The
optimized clustering algorithm designed in this paper is
applied to the recommendation system by taking the
personal privacy and security protection of elderly
consumers as an example. With the development and
progress of society, more and more elderly people are
shopping and consuming through the Internet, and
shopping websites can achieve personalized recommenda-
tions for elderly consumers by processing and analyzing
their consumption behavior data, so as to obtain higher
revenues. In this process, the improved clustering algo-
rithm designed in this paper is applied to personalized
recommendations for elderly consumers in order to protect
their personal privacy and security.

The collaborative filtering (CF) algorithm [18] is used
as the basis, and it is combined with the improved
clustering algorithm to protect the data in K-means by
differential privacy. The specific process is described below.
— User-item scoring matrix R(U;, I) is established. U

stands for a dataset, and I is the set of item scores.

— The matrix is clustered by the improved clustering
algorithm.

— The similarity between target user u in test set U, and
various cluster centers is calculated to find N nearest
neighbors of u.

— The items that are not scored by wu are predicted
according to the scores of the nearest neighbor users.

— n items with the highest predictive score are recom-
mended to w.

3 Experimental results and analysis
3.1 Experiment settings

The experiments were performed in the Windows 10

environment, and the programming language was Python.

For the MMBO algorithm, the maximum number of

iterations was set to 100, and the population size was 100.

The ten-fold cross-validation was used, and the results

were averaged. The dataset used consists of two parts.

— UCI dataset [19]: it is commonly used for testing machine
learning, including data in medical, biological and other
aspects. In this paper, the clustering performance of the
optimized clustering algorithm was evaluated using the
UCI dataset (Tab. 1).

— Elderly consumers’ consumption behavior dataset: using
a crawler to crawl the data of elderly consumers (age > 60
yr old) on Taobao.com, 101,256 rating data of 956 elderly
consumers for 1,894 products were collected. The five-
point scale was used; the higher the score, the higher the
satisfaction level of the consumer. Some of the data are
displayed in Table 2.

3.2 Evaluation indicators

— F1 value: it is used to evaluate the clustering effect. It is
assumed that the classification result of manual labeling
is H;, the classification result obtained by the algorithm is
C;, then the F1 value is:

2PR
Fi=—5—,
P+R
|Hi n C]|
P(H;,Cj) = ——,
(H:,C)) T3l
[HinCj|
R(H;,C;) = ————.
(H.Cy) | Hi
where P denotes the accuracy and R denotes the recall rate.
— Mean absolute error (MAE): it is used to assess the
effectiveness of the recommendation system in rating
prediction:

1 N
MAE =) "|Py, — Ry,
erl

where P, , is the score predicted by the algorithm, and R,
is user u’s real rating of item r.

3.3 Analysis of results

First, the following methods were compared using the UCI
dataset:
— The traditional KM algorithm,
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Fig. 2. Comparison of clustering effects between different methods.
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Fig. 3. Comparison of F1 values under different privacy budgets.

— The PSO-KM algorithm that uses the PSO algorithm to
obtain the optimal k value,

— The MBO-KM algorithm that uses the MBP algorithm
to obtain the optimal & value,

— The MMBO-KM algorithm that uses the MMBO
algorithm to obtain the optimal & value.

The clustering results of the above four methods for the
UCI dataset were compared, as shown in Figure 2.

From Figure 2, it was found that the accuracy of the
MMBO-KM algorithm was significantly higher than that
of the other methods. Taking Iris as an example, the
accuracy of the traditional KM algorithm was 80.21%, and
the accuracy of the PSO-KM algorithm was 85.67%, which
was 5.46% higher than that of the traditional K-means
algorithm; the accuracy of the MBO-KM algorithm was
91.26%, which was 5.59% higher than that of the PSO-KM
algorithm, verifying the performance of the MBO algo-
rithm in parameter optimization. The accuracy of the
MMBO-KM algorithm reached 93.21% for Iris, which was
1.95% higher than that of the MBO-KM algorithm. The
results proved the effectiveness of the improvement of the
MBO algorithm and the improvement of the clustering
effect of the KM algorithm.

Then, the effectiveness of the DPMMBO-KM algo-
rithm on privacy protection was analyzed, and it was also
compared with the DP-KM algorithm without parameter
optimization. Privacy budget € was set to different values.
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Fig. 4. Comparison of the score prediction performance between
algorithms.

Taking Iris as an example, the changes in the F1 value of
the two algorithms are shown in Figure 3. The method
proposed in this article optimized the initial cluster centers
using the MMBO algorithm, thereby eliminating the
randomness of the KM algorithm in selecting initial cluster
centers and enhancing clustering effectiveness.

As shown in Figure 3, when ¢ = 0.2, the F1 values of
both DP-KM and DPMMBO-KM algorithms were not
high, but the F1 value of the DPMMBO-KM algorithm was
15.44% higher than the DP-KM algorithm, which indicated
that after the optimal & value selection, the algorithm still
maintained a good clustering effect after adding the
privacy budget. With the ¢ value kept increasing, the F1
values of both algorithms showed an increase, but the F1
value of the DP-KM algorithm was always lower than that
of the DPMMBO-KM algorithm. As the DP-KM algorithm
did not go through the optimal value k value selection, the
randomly selected initial centers was greatly influenced by
random noise, which had a negative impact on the
clustering effect. As shown in Figure 2, when ¢ = 1, the
F1 value of the DPMMBO-KM algorithm was 20.1%
higher than the DP-KM algorithm, which proved that the
method had a good clustering effect while improving data
security. The DPMMBO-KM algorithm consistently
maintained a higher F1 score than the DP-KM algorithm
under different privacy budgets, further demonstrating the
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Fig. 5. Comparison of predicted and real scores of elderly consumers.

importance of selecting the optimal value and validating
the effectiveness of MMBO optimization.

Finally, the rating prediction performance of the
DPMMBO-KM algorithm was analyzed on the recommen-
dation system and compared with the traditional
KM-based recommendation algorithm. The number of
nearest neighbors, N, was set to 10-50. The comparison of
the MAE is presented in Figure 4.

From Figure 4, firstly, it was found that the larger the
number of nearest neighbors (N), the smaller the gap
between the algorithm’s predicted results and the true
ratings, and the more the recommended results match the
orientation of elderly consumers, i.e., the better the
recommendations. In comparison, the recommendation
algorithm based on traditional KM algorithm had no noise
interference, and its MAE value was always lower than
that of the DPMMBO-KM algorithm. However, the gap
between the two algorithms became smaller and smaller,
and when N = 50, the difference of MAE was only 0.1082.
Compared to the traditional KM algorithm, the
DPMMBO-KM algorithm sacrificed a certain degree of
accuracy in score prediction; however, the resulting error
was minimal and did not significantly impact recommen-
dation results. Additionally, it achieved the protection of
personal privacy data for elderly individuals. In conclu-
sion, the DPMMBO-KM algorithm can obtain good
recommendation results while ensuring that original data
is not leaked, making it more applicable in practical
scenarios.

Taking 20 samples as examples, the comparison of
predicted scores with the real scores of elderly consumers is
demonstrated in Figure 5.

As shown in Figure 5, the ratings predicted by the
DPMMBO-KM-based recommendation algorithm agreed
well with the actual ratings of elderly consumers, with
small differences. Among the 20 samples, the maximum
prediction error was 0.18, the minimum was 0.01, and the
average was 0.06. This result indicated that applying the
optimized clustering algorithm designed in this paper to

the recommendation system could not only protect the
personal privacy and security of elderly consumers, but also
ensure the effectiveness of the recommendation results.

4 Conclusion

This paper improved the KM algorithm by optimizing the
initial clustering centers and adding privacy protection to
obtain the DPMMOB-KM algorithm, which was applied
to the recommendation system for elderly consumers.
Through experiments, it was found that the clustering
performance of the MMBO-KM algorithm, which
obtained the optimal k value using the MMBO algorithm,
was significantly improved, with a clustering accuracy of
93.21% for the Iris dataset. After adding differential
privacy protection, the DPMMOB-KM algorithm still had
a high F1 value and better clustering performance than
the DP-KM algorithm. Finally, when comparing the
recommendation effects for elderly consumers, the
recommendation system based on the improved clustering
algorithm had a small MAE value, and the difference
between the rating predicted by the algorithm and the
actual rating of the elderly consumers was very small,
indicating that the system can ensure accurate recom-
mendation while protecting the privacy of elderly
consumers. While this study has yielded some results,
there are still limitations. For instance, although the
addition of MMBO optimization has improved the
clustering performance of the algorithm, it has also
increased its complexity. It remains unclear whether there
exist better optimization algorithms than the MMBO
algorithm. In future research, a more comprehensive
analysis of the proposed algorithm’s performance is
needed to explore ways to enhance clustering effectiveness
while reducing algorithmic complexity. Additionally,
investigating the possibility of integrating DP with
alternative clustering algorithms apart from the KM
algorithm should also be considered.
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